WI-FI HACKING WITH A RASPBERRY PI

NAME : ZUKISA
SURNAME :DYANTYI
STUDENT NO. : 3567302

SUPERVISOR : DR. M NORMAN

: MR. M MUYOW



BACKGROUND

» Project is about cyber security and creating

awareness of threats.
» Build hacking prototype.

> Retrieve hardware and software informati

~ penetrate Wi-Fi network.

ive is educate campus



FUNCTIONAL REQUIREMENTS

> Detect available Wi-Fi networks and hidden

networks.

> Retrieve information about each network
detected.

> Convert Mac address to vendor name

ere possible penetrate Wi-Fi



TESTING STRATEGIES

» Unit testing and system testing

» Unit testing:

» Testing individual source codes.

» Five Python scripts

System testing:

lardware and Software integration p



TESTING DESIGN

» Unit Testing:
» Run each script

» Then simultaneously, from scanning available

networks to the hacking script.
» Each script function.



TEST REPORT

» Tool built detects available networks and hidde

ones.
> Save all information on a CSV file.

> Read Mac address column and conver

ENCRYPTION RADIO FREQUENCY MAC ADDRESS ENCRYPTION TYPE SIGMNAL

SS5ID

P-LINK_D21F RUE 2.457 GH=z 18:06:CT:B5:D2:1F 10 wpaz -14
W C-Gueast FALSE 2412 GH=z 40:07:TA: 1 Mone -58
UIWC-CAMPUS RUE 2412 GH=z 40:07:TA:A 1 wpa -58
aduraam RUE 2,412 GHz 4007 FAaA 1 wpa -53
WiFI-Support{Limitec FALSE 2412 GHz 40:01: 1 Mane -60
U C-wifiPorta FALSE 2412 GH=z 40:01: 1 Mone -58
UWC-Gueast FALSE 2.437 GH=z 40:01:TA:BE:BO:40 & Mone -52
UIWC-CAMPUS RUE 2.437 GH=z 40:01:TA:BE:BO:41 & wpa -51
aduraam RUE 2.437 GH=z 40:01:TABE:BD:42 & wpa 43
WiFi-Support{Limibte: FALSE 2.437 GH=z 40:01:TA:BE:BO:43 & Mone 43
U C-wifiPorta FALSE 2.437 GH=z 40:01:TA:BE:BO:44 & Mone 4T
UWC-Guast FALSE 2.437 Gl 40:01:TA:BE:EZ:80 Mana




TEST REPORT

» Testing has been conducted on three networks.

» With different passwords in length and difficult

level.

» passwords:

» First password contain numbers only.



TEST REPORT

@ Terminal - rootah

@ Termina - rot @l - a 1620 4 raot

cd enwironments/
# sudo python test.py
ART 1ST PROGRAM I
RUN ALL PYTHON SCRIPTS SIMALTANEQUSLY
Support(Limited-Period) False,2.462 GHz,40:81:7A:BE:80:43,11 None, -47 [TRNEOUSLY
:B1:7A:BE:80:48,11 None, -48
48

[START 3RD PROGRAM

3 4001 ICREATE WORDLIST
il Supnnrt(Limned-P‘ iod) ,False,2. o 3 A3,1, None, -62
TP-LINK D21F,True,2.432

st False,2.437 GHz, 4

[START 4TH PROGRAM

duroan, True,2.437 CHz, 40:01:7A IPHY Interface Driver
iFi-SupportiLinited-Period),Fal

END 1ST PROGRAM phyB  wlan bremfmac Broadcom 43430

START 2ND PROGRAN
Found 3 processes that could cause trouble.
Kill them using 'airmon-ng check kill® before putti

y will interfere by changing channels
jand sometimes putting the interface back in managed mode

{u'result’: {u'eri
{u'result’: {u'address': Tasman Drive,San Jose CA 094568,US',
u'company': Systems, Inc',

Terminal - rooti@kali:

Terminal - root gkali

dit view Teminal Tabs Help

plications |7 test.py

Ale Edit erminal  Tabs
s u'no result'}} HY Interface Chipset
West Tasman Drive,San Jose CA O

sco Systems, Inc',

phyd  wland cfmac Broadcom 43430
" . i ‘ TANEOUSLY
JR4LTIAFFFFFF’ (mac86211 monitor mode vif enabled for [phy8lwlan® on [phy8]wlan6mon)
! 4901 A ' (macB6211 station mode vif disabled for| [phy8]wlan)

: u'40617A066000",

' reslt': {u . CA 9456 C 1][ Elapsed: 12 s ][ 2019-11-14 16:07

v, BSSID PUR Beacons  #Data, #/s C ENC CIPHER AUTH ESSID
u" 4001TAFFFFFF',
u'46:01:7A", :85:02: -14 49 WPA2 CONP PSK TP-LINK D21F
u"46617A066000 ", - WPA2 CCNP  MGT eduroam
3 . B OPH WiFi-Support(Limited-Period}
{u' result': 3 West Tasman Drive,San Jose (A 94368,US", 49:01:7A:BE:86:41 - B WPAZ CCNP MGT  UNC-CAMPUS
sco Systens, Inc', 4 -49 8 OPH UNC-Guest
: o WPAZ CCNP  MGT eduroam
WPAZ CCNP MGT  UNC-CAMPUS
0PN UHC-Guest

Terminal - root@kali: ~

© u'46617A066066 ",
MA1t11
URAS S —— erminzl Tabs Help
¢ import Pictures/Runall.png
import Pictures/Runall.png
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https://www.shellvoide.com/python/how-to-
https://www.google.com/search?rlz=1C1AVFC_enZA833ZA833&ei=myOCXMrnCeGU1fAPkqOooAI&q=securit

DEMO

» Run two Python scripts.
» First script run two scripts simultaneously.

» Detect available networks, then convert
Mac addresses of detected networks

vendor names.

_ast script crack passwords.






